Creating a VIM Account

Instructions for Setting Up AUTH (VIM- VITA Identity Manager) Account
for PMIS/BES users who are not in the COV network
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Creating a VIM Account for PMIS/BES users not in the COV network

If you are in an agency that uses PMIS/BES and your agency is not in the COV network, you will need to
create an AUTH/VIM Account before you will be able to access PMIS/BES in the new web application.
Navigate to the VITA home page at http://www.vita.virginia.gov/ and select VITA Identity Manager from the
list.
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Creating a VIM Account for PMIS/BES users not in the COV network

To request a new VIM Account, select the VIM link as circled below:

Wirginia Information Technologies Agency

About | Services | Technology Oversig Support | Integrated Services | Commenwealth Security | Supply Chain

Library |

Home > Support > VITA Identity Manager (VIM)

VITA Identity Manager (VIM)

About VITA Identity Manager (VIM)

VITA Identity Manager (VIM) is VITA's identity management system designed to streamline the creation and administration of user account requests and
provide a means for users to securely maintain their own account details.

VIM can be accessed using thlsﬂ' https:lfaccesgdm.vita.v’lrglnia.govfextemaIauth!Iogin.asEx >

-
3
If you try to gain access to your application and cannot get in using your email address as your username and your previous password, please call the o
WCCC at 1-(866)-637-8482 or email at vcococ@vita.virginia.gov. -8
&£
What does VITA Identity Manager (VIM) do for me?
Most importanthy, VIM allows you to request an account as well as electronic access to certain VIM-enabled applications without having to contact the the e
business owner and/or the VCCC. In addition, VIM provides self-service to allow the user to update account information such as their email and contact
information.
Currently, you need only one VIM account to access the following VIM-enabled applications:
= Cell Phone Costs
* Mew Hire Application (HR)
= Project Manager Development Program
= VITA Comprehensive IT Goods & Services (Online Billing)
To request a VIM account for the first time, click here: https://accessidm.vitavirginia.gov/external/newaccountregistration.aspx. The tool will guide you
through the steps to create your account profile and submit the reguest.
If you already have a VIM account and wish to reguest access to a VIM-enabled website or application, logon to VIM, at
https://accessidmuvitanvirginia.gov/externalauth/login.aspx and select the application that you would like access. VIM will guide you through the access
request procass. Permissions to the application are authorized by the application owner.
Frequently Asked Questions
http://wwnw.vita.virginia.gov/ | 1. How do | request a VITA Identity Manager (VIM) account? v
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Creating a VIM Account for PMIS/BES users not in the COV network

Type your email account in the Email Address box and select Need an Account? Link.

Email Address:

Password:

Forgot Password?

This ccr‘"puter sy t m is tl"e property of t?"e C:mmon ea\tl’ of Virginia. By
accessin ng this system, you are consenting to system monitoring for
law malcer‘er‘t and otr'er purnos Ur’authorlzed use cr this computer system

may subject you to State or Federal cr\rmna\ prosecution and penalties
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Creating a VIM Account for PMIS/BES users not in the COV network

You will advance to another screen where you will be asked to type your email twice and
then click the Request button.

Register for VIM Account

Enter Email Address

Verify Email Address
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Creating a VIM Account for PMIS/BES users not in the COV network

You will get the following confirmation message:
Your account request has been submitted successfully. You will receive an e-mail with
instructions on how to activate your account.

B Virgirua informoton Technclogies Agoncy

| VA
| 3

You

r account request has been submitted successfully. You will receive an e-mail with instructions on how to activate your account.
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Creating a VIM Account for PMIS/BES users not in the COV network

You will receive an e-mail that tells you your account is now pending completion. You will
be asked to click here to update your account information.

EENPRV RPN

From: Forefront Identity Manager Service <ElMService@itp vita virginia.qov > e B
Date: January 30 20 17 at3 35 36 PIVI EST
Toi ' K

Sub}ect VITA Identlty Manager Account Pending Completion

W W ey e

A request for an account to access Commonwealth of Virginia external application(s) has been received by VIM,
Your account is now pending completion.
Please click here to update your account information.,

Tharks,
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Creating a VIM Account for PMIS/BES users not in the COV network

You will need to complete the following required fields in the form: First Name, Last Name, Password,
Verify Password and phone number and then click the submit button. Password must contain at least 8

characters. It must also contain an uppercase letter, lowercase letter, and a number. Phone
number must be in the format (XxXx) XXX-XXXX

O Mail eseeco = 3:46 PM - £ 100% .

& accessidm.vita.virginia.gov &
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Creating a VIM Account for PMIS/BES users not in the COV network

You will be asked a couple of Challenge questions. Please answer them and confirm your secret answer
a second time and click submit.
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Creating a VIM Account for PMIS/BES users not in the COV network

You will get another email telling you that your account has been created to access certain
Commonwealth of Virginia external application(s). Please allow 3 hours before attempting to login the first
time, your account will not be fully active until then.

v AR

Your account has been created to access certain
Commonwealth of Virginia external
application(s).

Please visit the following link to update your
profile and request access to applications:

Note: Please allow 3 hours before attempting

to login the first time, your account will not
be fully active until then.

VITA Identity Manager Login

Requestor:

Login Name:
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Creating a VIM Account for PMIS/BES users not in the COV network

Once you have a VIM account you can use the password reset tool in order to reset your VIM password if
you forget it.

Subject Self-service password reset registration reminder
Good morning,

This is a reminder to register for the Password Management Portal. This password reset tool has been implemented for users in arder to reset passwords via self-service
methods. Passwords can be reset by calling the VITA Customer Care Center {(VCCC) whether a user is registered or not.

To register, please use the following link:
o YITA Identity Management (¥IM) Portal -
https:/faccessidm, vita, virginia.gov/exsternalauth/dagin. asps

e Click on "My Security Questions”

Once registered, you can reset your password by following the steps below:

¢ Goto VIM Portal -
https: i

accessidm. vita.virginia. gov/externalauth/login.aspx

e Click on “Change My Passwaord”,
Once registed, if you have forgotten your password you can reset by following the steps below:

s GO to WIM Portal -
https:/faccessidm, vita. virginia. gov/externalauth/ogin. asps

e Click on “Forgot Password?”,

If you have any guestions please contact the YCCC at 866.637.8482

Slide 11



